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Background of the Invention 



[0001] The invention relates to a safety-related automation bus system comprising: at least a 
bus, I/O bus subscribers connected to the bus, a standard control device, at least one 
safety analyzer which monitors data flow via the bus system and is designed to carry out 
at least one safety-related function, and to a method for operation such a system. 



[0002] Control and data transmission systems have gained a dominant position not only in 
industrial manufacturing owing to the high level of automation that they make possible. 
Such automation systems generally have at least sections or components an which more 
stringent requirements with respect to safety may be placed. For example, it is necessary 
to ensure that certain machines are operated within predetermined operating parameters, 
or it is necessary to prevent a machine from running even though someone is located in 
its operating area. In this context, for example, a lathe must not exceed a predetermined 
rotation speed or there must not be anyone in the radius of action of a robot, when that 
robot is being operated. Furthermore, when operating an automation system, it is 
necessary to ensure that, if one component in the system fails, the system does not change 
to an undefined, and hence unpredictable, state. 

[0003] On approach to this problem according to the prior art is, in particular, to use a 
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number of channels for the safety-relevant components in the system, that is to say to 
design them to be redundant. For example, safety bus components, that is to say for 
example bus subscribers which are associated with a safety-relevant machine, may be 
duplicated in an automation bus system. At the same time, the central control and the bus 
may have a number of channels, or even a specific safety control system, which is 
separate from the process control system and in some circumstances is of redundant 
design, for controlling the safety-relevant components. This safety control system 
essentially carries out the logic links an the safety-related input information and then 
transmits, for example via an automation bus, safety-related logic linking data to output 
components. The output components themselves process the received safety measures 
and, if the test result is positive, output this to the peripherals. Furthermore, they switch 
their outputs to a safe state if they find a fault, or have no longer received any valid data 
within a predetermined time period. 

[0004] The use of two control systems in the system, that is to say a process control system 
and the described safety control system, results in a number of disadvantages, however. 
Among other factors, the increasingly stringent requirements for the reaction time of 
automation systems means that such a system often has to be subdivided between safety 
islands. Furthermore, synchronization problems occur especially in multichannel control 
systems which, despite the system in principle being intact, can lead to failures or even to 
destruction of machine parts. Furthermore, the multichannel design results in an increase 
in the system and maintenance costs, due to the increased hardware complexity. 

[0005] DE 198 15 150 A 1 discloses a system which comprises an evaluation unit which is 

connected to the bus, continuously monitors the symbols transmitted via the bus system, 

Meyer-Grafe 2 

(H)01PH0419USP 

PCT/DEOO/01901 




and starts up a piece of equipment only when codings which are transmitted via the bus 
system are identified without any errors. To this end, the input data sent by the bus 
subscriber to the master is evaluated, and the piece of equipment is switched an or off in 
response to the evaluation. 

[0006] Such an approach is not as costly as the system described first, but it is highly 
inflexible in terms of upgrading the system or matching the system to other bus 
components. Furthermore, the evaluation unit has sole responsibility for initiating a 
safety-based function, so that it is absolutely essential for the evaluation unit to be of 
redundant design in order to comply with stringent safety requirements. 

Summary of the Invention 

[0007] One object of the invention is thus to provide a safety-related automation bus system 
which requires as little hardware redundancy as possible, and which can be flexibly 
matched to the respective requirements. 

[0008] The invention solves this problem by means of an automation bus system (1) having 
at least a bus (2), I/O bus subscribers (31-38) connected to the bus (2), a standard control 
device (4, 40 41), at least one safety analyzer (5, 5', 5") which monitors data flow via the 
bus system and is designed to carry out at least one safety-related function, wherein the 
safety analyzer is at least one of set up for checking and processing safety-related data in 
a bus datastream and having a device for manipulating the datastream transmitted on the 
bus (2). The invention solves the above identified problem by a method for operating 
such a control and data processing system comprising the following steps: using a 
standard control device (4, 40, 41) for carrying out a process control, with the processing 

of process-linked I/O data and safety-related data, and, carrying out processing of safety- 
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related data in at least one safety analyzer (5, 5\ 5"), with safety-related logic linking 
data in the bus datastream being processed in the safety analyzer. 
[00091 According to the invention, the automation system comprises a bus system, sensor 
and actuator bus subscribers connected to it, and a standard control device which carries 
out the process control function with the processing of process-linked I/O data and safety- 
related control function with the processing of safety-related data, that is to say the 
control of safety-related inputs and outputs. It also includes what is referred to as a safety 
analyzer, which is connected to the bus by means of an appropriate interface and monitors 
the data flow via the bus, with the analyzer being set up to carry out safety-related 
functions. This relates, for example, to the actuation of a contractor for switching off the 
supply voltage to system components, or to the determination of the quality data. Such 
quality data may include general system parameters, for example data on the occurrence 
of faults in system components, or bus transmission errors. The automation system is 
distinguished by the fact that the standard control device drives at least one safety-related 
output via the bus, but it may itself have such a safety-related output. According to the 
invention, a safety-related output denotes a sink for safety information which starts 
safety-based sequences as a function of the information, for example slowing down a 
machine or even switching off a machine by interrupting the supply power. The safety 
analyzer in the automation system according to the invention is designed for checking 
and/or for processing safety-related data, in particular safety-related logic linking data, in 
the bus datastream. In this case, safety-related logic linking data, for example data which 
the safety-related control system sends to safety-related outputs after processing safety- 
related data. 
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[0010] A system is therefore provided which can be matched extremely flexibly to the 
respective requirements for the automation system. For example, each safety bus 
component may be allocated such a safety analyzer, and a safety analyzer may itself also 
be integrated in the safety component, for example a safety bus subscriber, although it is 
also possible for one individual safety analyzer to carry out the processing of safety- 
related data or the checking of safety-related logic linking data in the bus datastream for a 
number of safety bus components, or even for all the safety bus components in the 
system. 

[0011] The principle of the invention is based in the inventor's experience on the fact that the 
electronics used in present-day automation systems themselves fail only rarely. The 
integration of the present-day digital safety technology in automation technology in the 
form of safety control systems or safety bus systems according to the prior art frequently 
have the disadvantage of decreasing the system availability. In order to reduce the down 
times, availability structures are therefore also used in addition to said safety components, 
but they themselves lead to a not inconsiderable increase in costs, due to the increased 
hardware complexity. 

[0012] The invention is therefore based on the reliability of present-day automation systems, 
and integrates pure emergency electronics or software, which become actively involved in 
the operation of the system only when the standard technology is operating incorrectly. 
The standard control device therefore also processes safety-related data, that is to say it 
controls safety-relevant inputs and outputs. In particular, the safety-related logic linking 
data which is produced in the bus datastream is, however, monitored and checked by the 

safety analyzer. This has the advantage for the user that it is no longer absolutely 
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necessary to maintain strict isolation between the circuit technology and the standard 
technology during programming. The automation system according to the invention can 
be used on all systems with a bus, in particular on bus systems using master-slave bus 
access methods. Independently of the arrangement of the safety analyzer in the long- 
distance bus section, this safety analyzer can read all the IN data on the bus, in, for 
example, a serial bus system in accordance with EN 50 254, but the amount of OUT data 
which can be monitored depends on the arrangement of the safety analyzer in the system. 
The expression bus datastream in this case, according to the invention, refers to all the 
information that is transmitted via the bus, in particular including data transported via the 
bus in a sum frame. 

[0013] In order to comply with the relevant safety requirements, the safety analyzer can 
initiate the necessary safety-related functions in response to the checking and/or the 
processing of safety-related data, in particular of logic linking data in the bus datastream. 
In this case, the safety analyzer can react not only to OUT data, that is to say logic linking 
data from the standard control device, but also to IN data, that is to say to information in 
the bus datastream, which has been sent from individual I/O bus subscribers to the 
standard control device. 

[0014] In order to identify an error in safety-related logic linking data which is transported 
via the bus, the safety analyzer may have a fully programmable logic device, in which the 
monitored data, in particular the monitored safety-related data, is processed. In this way, 
by modeling the safety-related logic links of the standard control system, the safety 
analyzer can check the logic linking data of this control system sent as OUT data via the 

bus, and can carry out the necessary safety-related functions in response to the check or 
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the comparison. In order, for example, to change the system to a safe state, the safety 
analyzer may have an output via which an assembly in particular a bus subscriber in the 
automation system, can be switched on or off The switching-ofiF process can be carried 
out by disconnection from the voltage supply. In order to change all the associated and 
mutually independent bus subscribers to a safe state, the safety analyzer may be set up for 
switching off a bus spur, a safety island comprising a number of mutually associated bus 
subscribers, or to switch off components on the basis of interlocking logic stored in the 
analyzer. However, it is also possible for the entire system to be disconnected from the 
voltage supply via the safety-related output of the safety analyzer. 

[0015] In addition to monitoring the bus, the safety analyzer can also detect safety-related 
information via a direct input, by means of which the safety analyzer is connected to a 
safety-related device in the automation bus system. In this case, this device may be, but 
need not be, connected to the bus. By way of example, the safety-related information 
accessible in this way includes the instantaneous rotation speed of the lathe already 
mentioned, with the analyzer output switching off the machine if a predetermined limiting 
rotation speed is exceeded. 

[0016] In order to separate the safety-related information and the process data in the system, 
and in particular in the control system, the bus system may be connected via an interface 
assembly to a host, with the process-related control of the standard control device being 
arranged in the host, and the safety-related control of the standard control device being 
arranged in the interface assembly. The safety-related control system may, for example, 
advantageously be in the form of software functional modules, which carry out the 

necessary logic links on the safety-relevant I/O Information. 
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[0017] The safety-related control system can thus be implemented in the same way as the 
process control system. When coding the safety-related logic links, the programmer is 
independent of the programming language being used, in the same way as with the 
process control system. 

[0018] The logic links in the safety analyzer have approximately the same scope as the logic 
links in the host and in the interface assembly, and can be produced either in the same 
programming language, or else in a different one. The safety analyzer also carries out a 
comparison of the logic links between the results from the host system and/or the 
interface assembly and its own results, and starts safety-based functions, for example in 
the event of an inequality. 

[0019] The acceptance procedure for such a system can be carried out considerably more 
easily than is the case with systems according to the prior art. The system can be started 
up with all the safety interlocks, without needing to switch the safety technology to be 
active. The necessary logic links are in this case located in the host system or in the 
interface assembly. The functionality of the system can be investigated first of all using a 
black-box test. In a second step, the safety technology is then connected, in the form of 
the safety analyzer or analyzers. Since only the safety logic links, but not the process data 
logic links, are present there, the white-box test can now be carried out quickly and 
clearly, thus allowing the acceptance times to be considerably reduced. Since the safety- 
related logic algorithms can also run on the host system and/or on the interface assembly, 
a comparison with those in the analyzer can be carried out quickly. 

[0020] If the bus is a serial ring bus, for example a bus in accordance with EN 50254, and if a 

safety analyzer is arranged in the top-level long-distance bus section of the automation 
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system, then this has access to all the IN data in the system since, in the system referred 
to, the data is carried in a forward transmission line and in a return transmission line by 
each bus subscriber. The analyzer is thus able to form a process map which is restricted to 
the IN data and the Out data to which it has access. 

[0021] In bus systems with a linear topology, the safety analyzer can in general read all the 
information at any point in the bus system, and can thus produce a complete process map. 

[0022] In one advantageous embodiment of the invention, the safety analyzer is arranged in a 
serial ring bus system directly after the host or the interface assembly, so that it can form 
a complete process map. The safety analyzer is thus able to check and to process safety- 
based data, in particular safety-based logic linking data, for its correctness at any time and 
fully, since, in this case, the analyzer has access to all the In and Out data, that is to say all 
the input and output data. 

[0023] If the safety analyzer is arranged in the interface assembly of the described serial ring 
bus system, then the function of the safety analyzer can be carried out by means of a 
software component in the interface assembly. The interface assembly in this case 
advantageously has a safety-related output, in order to carry out appropriate safety-based 
functions, for example using a contactor to switch off a supply voltage. 

[0024] However, in one particular advantageous embodiment of the invention, such safety- 
based functions can be carried out by direct data manipulation of the bus datastream by 
means of the safety analyzer. The manipulation includes rewriting, adding, insertion or 
substitution both of OUT data and of IN data in the bus datastream. If the process map is 
knov^m, the safety analyzer can thus influence the operation of the automation system 

according to the invention in a far-reaching form, and can thus ensure that the system can 
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be kept in defined states at any time. The principle of data manipulation can furthermore 
also be used in order to make available bus datastream components which are generally 
not accessible in a safety analyzer arranged in the bus spur, in that a safety analyzer which 
is arranged in the long-distance bus converts the relevant data to data which is transported 
in the relevant bus spur. This provides a direct data link between safety analyzers. 

[0025] Data manipulation by means of a safety analyzer can also be used, in a bus system 
operating an the master-slave principle, in order to transmit data between at least two 
slaves, in particular between individual bus subscribers, by means of a point-to-point link 
via at least one safety analyzer, with the safety analyzer copying data in the bus 
datastream. Depending on the position of the two slaves in the bus system, the master is 
in some circumstances not included in this data link, so that the data transportation takes 
place completely independently of the bus master. Such a data link between two slaves is, 
apart from this, also possible when the bus master is carrying out a copying function. 
While, when a safety analyzer is acting as an agent, as described above, the bus master is 
not included in the data transportation, at least in certain situations, the bus master is 
absolutely essential for the second form of point-to-point link between two slaves. 

[0026] The interchanging of data between at least two slaves, for example between individual 
bus subscribers, by means of a point-to-point link can, furthermore, also be provided by 
including the master or the control system in the transmission, with the master or the 
control system in this case copying the data in the bus datastream. 

[0027] In order to improve the data security, the safety-related data can also be transmitted 
via the bus using a security protocol. For example, the security protocol may include not 

only the safety data item but also the negated safety data item, a sequential number, an 
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address and/or data protection information (CRC). 
[0028] The flexibility of the system is evident in particular in a further advantageous 

embodiment of the invention, in which the automation system according to the invention 
has a number of safety analyzers, with safety-related logic links that are carried out in one 
safety analyzer being carried out in redundant form in at least one further safety analyzer, 
and the same safety functions being carried out and initiated, at least partially, by both 
safety analyzers. In this case, the relevant safety analyzers can also carry out different 
safety-related logic links in addition to the redundant logic links, that is to say those 
which are carried out on both analyzers. 



[0029] The invention will be explained in the following text by describing a number of 

embodiments based on the drawings, in which: 
[0030] Fig. 1 shows an outline illustration of a first embodiment of the automation 

system according to the invention, with two safety analyzers in the long-distance bus 

system, 

[0031] Fig. 2 shows an outline sketch of a further embodiment of the invention, with a 

safety analyzer being arranged directly after the interface assembly, 
[0032] Fig. 3 shows the automation system according to the invention in the form of an 

outline sketch with a safety analyzer integrated in the interface assembly, and with a 

second safety analyzer at the head of a bus spur, 
[0033] Fig. 4 shows an automation system according to the invention with two safety 

analyzers whose outputs are connected to one another, 

[0034] Fig. 5 shows an outline block diagram illustration of a safety analyzer with 
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Brief Description of the Drawings 




various inputs and outputs, and 

[0035] Figs. 6a and 6 show an outline illustration of data manipulation on the bus 
datastream by means of the safety analyzer. 

Detailed Description of the Invention 

[0036] Fig. 1 shows an outline illustration of the automation system 1 according to the 

invention, that is to say a control and data transmission system according to the invention. 
This has a bus 2 to which I/O bus subscribers with associated sensors and actuators are 
connected. A standard control device 4 uses the bus for process control, processing 
process-linked I/O data. To do this, the controller 4 receives data from the individual bus 
subscribers 31 - 38, which in tum themselves receive data from the standard control 
device. Furthermore, the standard control device deals with the processing of safety- 
related data. In this sense, the standard control device carries out not only the process- 
linked inputs and outputs but also the processing of the safety-relevant inputs and outputs. 
According to the invention, a safety-related input denotes an information source, with the 
information emitted by the source being related to some way to the safety of the 
automation system according to the invention. By way of example, one such safety- 
related input is the rotation speed sensor of a lathe which is connected to the bus 2 via a 
bus subscriber 32, since the machine must not rotate at a speed above a predetermined 
limit. A further example of a safety-related input in the described embodiment of the 
invention is a photodetector of a light barrier, which is used to monitor the operating area 
of the lathe. In this case as well, the standard control device has access via the bus to the 
information at the safety-related input. After processing the safety-related data, for 

example in the form of a logic link, the control device 4 sends this safety-related logic 
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linking data to safety-related outputs. By way of example, the standard control device 
may send a switch-off command for said lathe via the bus to the associated bus subscriber 
32 when the maximum rotation speed has been exceeded and there is thus a risk of the 
system running out of control. In this case as well, the safety-related controller in the 
standard control device communicates via the bus with the safety-related output. 
[0037] The automation system according to the invention also has two safety analyzers 5, 5\ 
each of which monitors the data flow via the bus system in real time by means of an 
interface. The safety analyzers are set for logic linking and/or processing of safety-related 
data in the bus datastream. This means that they can deal with the safety-related logic 
links of the standard control device, since they can access the safety-related data 
transported via the bus. 

[0038] To this end, the safety analyzers 5, 5' each have a freely programmable logic device in 
which the monitored data, in particular the monitored safety-related data, is processed. By 
way of example, the safety analyzers 5, 5' can model the safety-related logic links of the 
standard control system to check their logic linking data sent via the bus as output data. In 
the present case, the safety-related logic links relate to an individual bus subscriber 32. In 
this case, the safety analyzer 5 is responsible for the safety-related inputs and outputs 
which are associated with this bus subscriber. In the embodiment of the invention 
illustrated in Fig. 1, the safety analyzers 5 and 5' are not logical bus subscribers in the 
automation system. However, the safety analyzer 5 has a safety-related output 6 via which 
the bus subscriber 32 associated with the safety analyzer can be switched off. This is done 
by means of a circuit of a contactor 7, which disconnects the bus subscriber and the 

connected assemblies and machines from the supply voltage. In this way, the safety 
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analyzer 5 carries out a safety-related function in response to the check or the comparison, 
in this case switching off the supply voltage. If, for example, a fault is identified in the 
safety-related logic linking data from the standard control device, the safety analyzer can 
switch off the relevant bus subscriber via the described output, since the safety-related 
controller provided by the standard control device is no longer operating correctly. In a 
similar way, a bus subscriber is switched off if the safety-related controller does not send 
the required data to that bus subscriber and, in consequence, there is a risk of the system 
changing to an undefmed state. 

[0039] In the described embodiment, a local bus spur 8 with three bus subscribers 33, 34 and 
35 is arranged via a bus coupler 9. These bus subscribers are dependent on the 
functionality and on the operation of the bus subscriber 32, which is associated with the 
safety analyzer 5. It is therefore necessary, when the bus subscriber 32 is switched off, for 
the bus subscribers on the local bus spur 8 to be disconnected from the supply voltage, as 
well. This interlocking logic is stored in the safety analyzer 5. A total of four bus 
subscribers must therefore be switched off, together with their subordinate assemblies and 
machines, as is illustrated schematically in Fig. 1 by means of a quadruple contactor 7. 

[0040] The safety analyzer 5', like the first safety analyzer 5, is set up for monitoring the data 
transported via the bus. However, in contrast to the first safety analyzer 5, it does not 
have an input by means of which it can carry out safety-related functions. Instead of this, 
it has a safety-related input 10, via which the safety analyzer is connected to a safety- 
related device 1 1 in the automation system for detecting safety-related data. In the present 
case, this device 1 1 has a photodetector which, as part of a light barrier monitors the 

operating area of a welding robot. The sensor is not connected to the automation bus by 
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means of a bus subscriber, but is connected directly to the safety analyzer 5'. In response 
to the safety-related data detected via the safety-related input 10 of the safety analyzer 5', 
the safety analyzer in this case also carries out a safety-related function. If the 
photodetector 1 1 detects that someone has entered the operating area of the robot, then 
the safety analyzer 5' automatically switches off the corresponding bus subscriber 38 and 
its associated assemblies, and the robot. To do this, the safety analyzer 5' has a device for 
manipulating the input and output data transmitted to the bus. In this case, at least one 
data item in the datastream can be overwritten, deleted and/or at least one data item can 
be inserted into the bus datastream. Such a procedure is shown in Figs. 6a and 6. These 
Figs, show the amendment of input and output data for the standard control device 4 by 
the safety analyzer 5Mn both cases, an information unit 12 is read to a memory in the 
safety analyzer, and an information unit taken from another memory in the safety analyzer 
is then written to the corresponding point in the datastream. The bus subscriber and the 
assemblies connected to it, and hence the robot, can be switched off both via the 
manipulation of the input data and via the manipulation of the output data of the standard 
control device. If, for example, the input datastream is amended such that the standard 
control device 4 is told that there is an operating parameter outside the predetermined 
limits, then the standard control device switches off this bus subscriber, and hence the 
welding robot, via the bus by means of a safety-related logic linking data item transmitted 
to that specific bus subscriber 38. In the same way, the safety analyzer can cancel 
enabling by the standard control device, by overwriting the appropriate output data item. 
[0041] Fig. 6b shows the situation in which the safety analyzer amends the output datastream 

on the bus. In this situation, the safety analyzer manipulates the data sent to the bus 
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subscriber 38 such that the bus subscriber switches off its output, and hence the welding 
robot as well. 

[0042] Fig. 2 shows a further embodiment of the invention. In this case, the bus is a system 
operating on the master-slave principle, with the standard control device acting as the 
master, and the individual bus subscribers acting as slaves. The bus system is connected 
via an interface assembly 41 to a host 40, with the process-related control system being 
arranged and running in the host, and the safety-related control system being arranged and 
running in the interface assembly. The system has a single safety analyzer 5, which is 
coupled to the bus directly after the interface assembly, in order to monitor the bus 
datastream. This measure ensures that the safety analyzer can monitor the entire input 
datastream as well as the entire output datastream on the bus, when connected to a serial 
bus with a ring structure. The safety analyzer 5 uses the knowledge of the entire 
datastream via the bus to store the complete process map in a memory provided for this 
purpose, in the described embodiment. In consequence, the safety analyzer is able to 
check all the safety-related logic linking data for the safety-related control system in the 
interface assembly and, if necessary, that is to say when a fault occurs, to drive the output 
6 to switch the entire system off by means of the contactor 7 on a safety basis, such that 
the supply voltage is switched off for the entire system. 

[0043] The automation system according to the invention in Fig. 3 shows a modification of 
the embodiment illustrated in Fig. 2. In this case, the safety analyzer 5 is integrated in the 
interface assembly 41 . The safety-related control of the standard control device and the 
safety-related data processing in the safety analyzer run in separate and independent logic 

modules in the interface assembly. Furthermore, a second safety analyzer 5" is arranged 
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at the head of the local bus spur 8. This arrangement is in turn dependent on the safety 
analyzer 5" being able to monitor all the input data and output data for the subscribers 
33, 34 and 35 on the local bus spur 8 and, accordingly, of being able to apply a complete 
process map for the process sequence within the local bus spur. Like the safety analyzer 5 
in the long-distance bus section, the safety analyzer 5" is thus able to check all the safety- 
related logic linking data for the safety-related control system for the local bus section in 
the interface assembly and, if necessary and as described above, to initiate the necessary 
safety-related functions by data manipulation. This allows very stringent safety 
requirements which are placed on the safety-relevant inputs and outputs applicable to the 
bus spur 8 to be satisfied, since the local bus spur 8 is protected not only by the safety- 
related control of the standard control device, but also by the safety analyzer 5 and by the 
safety analyzer 5 ". 

[0044] Fig. 4 shows a further embodiment of the invention. The automation system 

according to the invention has two safety analyzers 5 and 5', whose safety-related outputs 
6 and 6' are coupled to one another. Both outputs control a multiple contactor device 7 
for switching off the supply voltage for the entire system. The system is controlled via a 
standard control device 4 via the serial bus 2. Since it is arranged in the system, the safety 
analyzer 5 can monitor all the input and output data on the bus, except for the input data 
for the first bus subscriber 31, which is arranged between the control device 4 and the 
safety analyzer 5. The safety analyzer 5' can monitor all the input data on the bus, but 
none of the output data except for that for the last bus subscriber is accessible to it. By 
copying the relevant data in the bus data flow, the first safety analyzer 5 is therefore able 

to copy the output data accessible to it into input data and thus to make available to the 
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safety analyzer 5' as well the output data, which is actually not accessible to said safety 
analyzer 5', for application of a process map for the safety-related bus subscriber 32 to be 
protected. Since both safety analyzers receive the same input information, they can 
monitor the safety-related inputs and outputs of the bus subscriber 32 to be protected. 
This provides distributed redundancy for the safety technology in the automation system 
according to the invention. In the present example, the safety analyzer 5' also has a 
safety-related input 10, to which an emergency switch 13 is connected. When the 
emergency switch 13 is closed, the safety analyzer 5' responds with the associated safety- 
related function in the safety analyzer, namely the opening of the contactor 7 in order to 
switch off the entire system. 

[0045] The described method for copying input data into output data, and vice versa, is also 
used, according to the invention, to provide a data link between two slaves in the 
automation system operating an the master-slave principle, without the master being 
required for data transmission. In this case, for example, a safety analyzer which is 
associated with one bus subscriber can insert the data item to be transmitted for the bus 
subscriber into the input datastream, and thus make it available to a downstream bus 
subscriber, without involving the master. In this way, if required, information can be 
multicast or broadcast in a simple manner to all the other downstream bus subscribers. 

[0046] In one embodiment of the invention, which is not illustrated, the safety analyzer is 
integrated in an associated safety-based bus subscriber. The safety-based logic links are in 
this case provided in a logic unit in the bus subscriber, so that intelligence installed in the 
bus subscriber can be used for the safety-based logic links. Since the bus subscriber has a 

bus interface, this considerably reduces the additional hardware complexity for the safety 
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analyzer. 

[0047] At least in some cases, the safety-related data is transmitted via the bus using a 
security protocol for data transmission in the described automation systems according to 
the invention. Depending on the requirement, this security protocol may include, in 
addition to the safety data item, the negated safety data item, and an address and/or data 
protection information in the form of a CRC. This allows errors during data transmission 
to be identified easily. For this purpose, a safety analyzer which is used in the automation 
system according to the invention is set up such that it can read the security protocol, and 
can evaluate it appropriately. 

[0048] The address of the safety bus subscriber transmitted in the security protocol allows the 
safety analyzer to adapt the programming, to identify the data set of the subscriber 
associated with it, and to take account of the change in the bus layout when the bus layout 
is changed, for example as a result of the component being switched off for safety 
reasons. In addition, the inclusion of the address in the security protocol allows a storage 
error caused by a bus fault or a failure in the decentralized unit to be detected. 

[0049] One particular embodiment of a safety analyzer for use in the automation system 
according to the invention is shown in Fig. 5. The illustrated safety analyzer 5 has not 
only four safety-based inputs 10 for detecting safety-based information from 
photodetectors 1 1, but also four safety-based outputs 6 for disconnecting the supply 
voltage from four automation bus components by means of contactors. The various 
safety-based outputs 6 are in this case driven in response to the logic links being produced 
in the safety analyzer, in response to the comparison with safety-based logic links in the 

standard control system, and/or in response to safety-related input information, via the 
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input 10. In this case, interlock logic is stored in the safety analyzer, governing which 
safety-based functions are initiated when a specific fault or error occurs, that is to say 
which components must be disconnected from the supply voltage when that fault or error 
occurs. 

[0050] It is within the scope of the invention for a safety analyzer to carry out process data 

processing in addition to processing safety-related data. 
[0051] It should furthermore be stated that the principle of the invention is not restricted to 

the automation bus systems described in the exemplary embodiments but, in fact, can be 

applied to all automation systems having a bus. 
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